The authors of the paper 'weight' advantages and threat to privacy caused by the usage of unmanned aerial vehicles (drones) and dashboard cameras. By analysing and comparing legal regulation of two gerographically, historically and culturally close countries (Latvia and
Introduction. Lithuanians have a saying that instead of hearing a hundred times it is better to see once. Such saying confirms that visual means convey most of the information. Thus, it could be said that filming devices are the best tool to collect the most accurate information. However, along with the development of image capturing devices and other technologies, people's concern about their privacy grows. And this could be confirmed by the General Data Protection Regulation (hereinafter -GDPR) 1 which came into force just recently. The fact that the necessity of such regulation was noticed by the European Union proves that people's private information as a part of their right to private life, had been in danger. The same, confirming the no velty and actuality of the topic, is stated in the preamble of the GDPR: «Rapid technological developments and globalisation have brought new challenges for the protection of personal data. The scale of the collection and sharing of personal data has increased significantly. Technology allows both private companies and public authorities to make use of personal data on an unprecedented scale in order to pursue their activities.» 2 Adding to the latter, the GDPR does not apply to the processing of personal data by a natural person in the course of a purely personal 
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ISSN 2414-990X. Проблеми законності. 2019. Вип. 144 or household activity and thus with no connection to a professional or commercial activity, 1 but technologies serve not only private companies and public authorities, but also natural persons in collecting of personal data for various purposes, including illegal ones.
On the other hand, the image capturing devices give people immense opportunities and to be able to enjoy them it is worth working on the adjustment of current legislation in order to find the right balance between the value given by the technologies in-topic (security) and the other value that is so much in-danger nowadays (privacy). The latter forms the research problem. So in this research the answer on how the current legal regulation could be adjusted in order to find that balance, is given.
By comparing and indicating the problematic aspects of current national Latvian and Lithuanian regulation on the usage of technologies in-topic and privacy protection, the authors aim to prove that even though the regulation on protection of particular values could differ in different jurisdictions or even be insufficient, the image capturing devices still make a great contribution to societal security therefore their use cannot be denied. In order to adjust their impact on privacy, prevent, tackle breaches of privacy, it is necessary to suggest the correction of legal rules.
Image capturing devices and their contribution to societal security 1.Justification of the choice of particular image capturing devices
There exist many image capturing devices. But two types of them are very specific -unmanned aerial systems (hereinafter -UAS) and dashboard cameras (cameras mounted in cars/car cameras). These devices have some things incommon: they both are mainly used to capture images (videos) and they are moving, therefore it allows their operators to remain unidentified and in such way to avoid liability. UAS and dashboard cameras are specifically chosen as a research object because their use is widespread and at the same time very specific: for example, video surveillance can be carried out secrectly -when the filmed person does not even realise he/she is being filmed. Also, the UAS can capture videos of the places that could not be achieved easily (for example, private, closed, fenced yards or premises), dashboard cameras, if not specially marked, could be imperceptible but at the same time collecting a lot of information and very often the object observed cannot even choose whether to allow such observation or not (for example, working dashboard camera in a traffic flow or an object could be secretly monitored if a car with a dashboard camera on was left in some area) 2 . Such characteristics make the two devices more specific and worth deeper analysis and because images convey most of the information and peoples' right to privacy could be easily breached by video capture, possession and distribution, these two technologies, as the most threatening the privacy, are chosen as an object of this article. 
Image capturing devices and their relation to societal security
The understanding of security has been changing all the time. If in the XVII'th century, when the Treaty of Westphalia was signed, security was understood as a peaceful settlement of disputes among the states, 1 nowadays, when people seek for more comfortable living, use more technologies, such as UAS, dashboard cameras, which have overtaken a part of our privacy, without the traditional security perception, new forms of security have evolved. 2 According to the European Union open data, economic and financial matters are one of the biggest challenges to the security of European Union citizens, after terrorism. 3 Therefore it could be said that the economic wellfare is one of the most important elements of people's security. As it will be seen later, the image capturing devices make a great positive influence on economy, whereas economy is one of the areas related to pepople's security. Furthermore, it could not be denied that one of the most important factors determining people's sence of security is their physical safety from various threats (crimes, terrorism, environmental factors). Thus, the term 'societal security' is used in this article, as it encompasses not only physical safety, but general use for society and individuals, including safety assurance, economical use, people's emotional satisfaction.
Many authors have analysed the importance of technologies, such as drones and dashboards cameras and their contribution to individual and public welfare. For example, J. Villasenor 4 stresses that theres is an endless variety of civil applications that the UAS can be employed in and that overwhelming majority of them is beneficial. This author, as well as Martin McKown 5 , stresses puporses that UAS could be used for: people's search and resque operations, surveying, traffic congestion monitoring, air quality assessment, wildlife tracking. As the main topic drone's use in monitoring soil residue cover is analysed by other authors 6 ; A.G. Entrop 2 , provision of information about the details of traffic accidents, helping to avoid disputes on factual circumstances, as well as ensurance of public security, crime prevention, also taxi drivers' tool helping to ensure their security and dashboard cameras recreational purpose (for example, videos about family road trips) 3 are mentioned. Most of the abovementioned advantages of the technologies make a great influence on economy. European Drones Outlook Study carried out by The SESAR Joint Undertaking, disclosed that the growing drone market shows significant potential: economic impact analysis of the entire value chain for each of the areas of demand revealed the potential for a European market exceeding 10 billion annually by 2035 and 15 billion annually by 2050. 4 The development of market also provides new jobs throughout all Mebmer States. It is summarized that over 100 000 jobs are estimated to be created with a market this significant. 5 Additionally, even though the forecast has been prepared on the basis of number assumptions, 6 the conclusion is that taking into consideration even more conservative assumptions, the foreseen growth is still significant. 7 Also, unofficial sources disclose that in 2013 only 1 percent of motorists used dashboard cameras in the UK. In 2017 that figure had jumped to 15 percent. Market estimates suggest a further 30 percent of motorists plan to use one in the near future in the UK. 8 These advantages and the ways of use of the technologies undeniably confirm that their impact on societal security is significant. 1 
Privacy and risk to breach it in the context of the use of image capturing devices 2.1. Privacy concept and its protection by relevant legal acts
The Universal Declaration of Human Rights states that no one shall be subject to arbitrary interference with his privacy, family, home and that everyone has the right to the protection of the law against such interference.
1 The right to privacy is also enshrined in the Convention for the Protection of Human Rights and Fundamental Freedoms.
2 Its Article 8 (2) states that the interference by a public authority with the exercise of this right is allowed only in accordance with the law and only if necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.
European Court of Human Rights in one of its decisions stated that the notion of private life should be interpreted broadly but not restrictively and that such interpretation means that personal information is any information relating to an identified or identifiable individual. 3 It proves that any information collected by image capturing devices even indirectly connected with a person which could be identified by it, is considered personal data.
Furthermore, in the European Union level the right to privacy is also protected by the Charter of Fundamental Rights of the European Union, 4 as well as regulated in the GDPR which intends to protect natural persons' personal data as a «third generation» fundamental right.
By national legal acts the right to privacy is protected at the national level. In Lithuanian legislation the right to privacy is described in various legal acts. Besides the main legal act -the Constituion, enshrining people's right to privacy 5 , there is the Law on Personal Data Legal Protection of the Republic of Lithuania (hereinafter -LPDLP) which is in accordance with the GDPR and protects personal information, but does not apply to the processing of personal data by a natural person with no connection to a professional or commercial activity. 6 As the national legislation must correspond to the European union legislation, the LPDLP was changed just after the GDPR came into force so that it corrpesponded with the latter. After the newest changes, the separate article connected with video surveillance has expired therefore Lithuania does not have any special rules on video surveillance any more and does not have any special separate regulation on the usage of dashboard cameras. There is only an act governing the usage of UAS, which is called «The rules for the use of unmanned aircrafts» (hereinafter -the Rules). 1 Unfortunately, trying to find a hint about protection of privacy in the Rules will fail, as they are intended to set only physical safety requirements of the usage of UAS. 2 On the contrary to its predecessors, we will find some privacy protection rules in the Regulation EU 2018/1139, which came into force just recently. 3 The latter stresses that unmanned aircrafts present risks for privacy, protection of personal data, therefore the requirements concerning the registration of unmanned aircraft and of operators of unmanned aircraft should be laid down (also, the Regulation sets the essential requirements for registration) and that it is also necessary to establish digital, harmonised and interoperable national registration systems in which information, including the same basic data, about unmanned aircraft and operators of unmanned aircraft registered. 4 Lithuania also has a Civil Code which establishes the inviolability of the individual's privacy and stresses that a person's private life may be made public only with that person's consent. 5 The following point of the same article concretizes what a violation of a person's private life is and lists actions, such as unlawful invasion of person's dwelling or other private premises as well as fenced private territory, observation of one's private life, unlawful search of the person or his property, etc.; and states that the given list is not finite. The regulation of the Civil code is special because the rules on privacy protection, set in it, are applied to natural persons as well and they enable the party whose legitimate interests have been violated, to take legal remedies, including requesting for the compensation. However, in order to apply civil liability, all four conditions of the civil liability, must be proved -unlaw- 1 Taking into consideration the specifisity of UAS and dashboard cameras, proving unlawful actions would be quite difficult, whereas proving damage -even harder. This explains why there are no civil cases of privacy defence against illegal usage of UAS and dashboard cameras in Lithuania.
Article
2 This article is closely related to the usage of UAS and dashboard cameras as person's image is the best source of his identification therefore is one of the components of the right to privacy. The authors believe that even if a person is being photographed (filmed) in a public place, but shows clear disagreement of that, such filming should be discontinued, as the person in public places does not loose the protection of his/her privacy. Such attitude corresponds with and is based on Lithuanian case law which says that «a person even being in a public place, does not loose his/her individuality and privacy, therefore a subjective inner possition of a person photographed is important; if such person clearly and unambiguously expresses his/her unwillingness to be photographed, it must be respected». 3 Under current Lithuanian regulation, to be more precise, lack of regulation, to express unwillingness to be photographed (filmed) by usage of a dashboard camera or UAS is impossible as the person filmed in most of the cases does not even know about it. Thus, using dasboard cameras without special marking informing others about filming, equates to secret filming, therefore it takes away the opportunity to express clear disagreement with the ongoing process. Furthermore, even special marking does not prevent from privacy breaches (breaches of a person's right to an image), as the person filmed, even noticing the marked car, could not have a chance to express his/her disagreement (for example, if the car is moving fast). Therefore, stricter regulation on the usage of footage is essential (for example, clear prohibition to make public videos, taken by dashboard cameras, in which private information (for example, car number plates) or people's faces could be seen, except for reasons, such as public interest, disclosure of violations of the law. Protection of privacy is enshrined in Lithuanian administrative and criminal law. However, the code of administrative offences sets the fines only for unauthorized processing of personal data and privacy breach in the area of electronic communications (applied for activities of entities, providing or entitled to provide a public communications network or related facilities only 1 ) and for the breaches of LPDLP 2 , which also applies to business entities only. However, the code also sets the prohibition to breach The rules for the use of unmanned aircrafts. 3 Even though, as it was mentioned earlier, they are designed to regulate questions of security on the usage of UAS, at the same time this administrative tool could be used to defend interests of privacy subjects (if noticed that the UAS is being flown over private area and requirements of distance, location are breached, the injured person on the grounds of these rules could request for stopping the UAS monitoring activities).
Section XXIV of the Criminal Code of the Republic of Lithuania sets the crimes related to inviolability of private life. Among the crimes mentioned there are articles criminalizing trespass, 4 illegal collection of information about a person's private life and making available to the public, 5 exploitation, or exploitation for the benefit of third parties information about someone's private life without his consent if this information was received for the accused person's service, profession or during the performance of temporary task, or by committing one of the crimes named above 6 . However, because none of these crimes are classified as the crimes for negligent commitment of which the prosecution is allowed, in order to arraign on earlier mentioned crime charges, direct intention to commit a crime must be proven. 7 Thus, in case of the usage of the image capturing devices analysed, it would be very difficult to prove direct intention of the breacher of the right to privacy.
It is obvious that «privacy is a culture-specific: the matters which a particular society regards as 'private' can vary widely». 8 Even very gerographically, historically and culturally close countries, could have quite a different regulation on privacy and its protection. For example, even though the privacy in Latvia is also protected by the legal act of supreme power -the Constitution 9 , but the most detailed regulation 1 3 Thus, the provision does not only set the rules on video surveillance in traffic (that it is forbidden to disclose the records), but also confirms the specificity of dashboard cameras as a data collection device. What is interesting that even though Latvian laws, on the contrary to Lithuanian, do not distinguish person's right to an image (including his/her right to expressively dissagree of being filmed), but, again, on the contrary to Lithuaniam regulation, they clearly state that records obtained by dashboard cameras cannot be disclosed to other persons and institutions (except for separately indicated cases). 4 Furthermore, the same article also states that it is prohibited to disclose the records obtained in road traffic to other persons and institutions, except when one of the bases of data processing specified in the data regulation is found (see GDPR Article 6(1)), whereas Lithuanian Civil Code does not protect privacy subjects from their images, taken in public, being demonstrated publicly if they do not harm the subjects' reputation, honor, dignity. 5 Thus, if a dashboard camera recorded a video in which a person could be recognized and this video was made public, under Lithuanian law, no offence is made, as the dignity, honor and reputation of the person in the video has not been breached. So, it could be said that the person was filmed without even knowing it and without being able to express his disagreement with the process despite the fact that he or she did not want to be recognized as being in particular place at the particular time or driving a/sitting in a particular car.
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Furthermore, Latvian civil code, on the contrary to Lithaunian, does not govern privacy questions at all. However, abundance of privacy-protecting articles in administrative and criminal codes proves legislator's responsible attitude towards privacy. For example, Administrative violations' code of Latvia sets the offences connected with the breaches of private life and applicable in the usage of image capturing devices (illegal activities with personal data (including data collection, registration, entry, storage, arrangement, modification, use, transfer, transmission, disclosure, blocking or deletion), 1 failure to provide information to the data subject, 2 processing of personal data without registration 3 . Furthermore, if these articles are not sufficient to protect natural person from his privacy breaches commited by usage of image capturing devices, other articles, punishing the offender for the breaches of usage of, for example, UAS, could be used (for example, Article 114 1). However, it is important to stress that the disposition of this article describes only activities connected with aircrafts, whereas UAS under the national rules on UAS usage («Procedures for the Conduct of Unmanned Aerial Vehicles and Other Types of Aircraft which do not Classify as Aircraft» (hereinafter -UA Rules), 4 are not treated as aircrafts. 5 However, as there are no any specific article connected with the breaches of this article is being used by analogy. Besides, the right to privacy which could be breached by the usage of image capturing devices, is also protected by the Criminal Law of Latvia, which criminalizes violation of the privacy of a person 6 and illegal activities with personal data. 7 It is important to stress that Latvian case law and scholars have not yet confirmed that entering a private territory with the help of a device (for example UAS) is the breach of person's privacy, therefore it is still treated that the person himself/ hereself has to enter the private territory in order to commit a crime. 8 Even though Latvia, as well as Lithuania, does not have separate regulation on the usage of dashboard cameras, but it also has special regulation on the usage of UAS (UA Rules). On the contrary to Lithuanian Rules, UA Rules at least mention the respect for privacy in the course of usage of the UAS: «Unmanned aircraft flights shall be performed so as not to endanger human life, health, privacy or property, flight safety and security, not to cause harm to the environment, and also not to endanger the State defence and security interests», 9 but no further special privacy protection provisions could be found in this act. However, it is important to stress that, on the contrary to Lithuanian Rules, UA Rules contain provisions obliging the owner of the UAS to label the device with the given name and surname (for legal personscompany name) of the owner or possessor thereof, address of the declared place of residence (for legal persons -legal address) and phone number. 1 This obligation corresponds with the recommendations set in the Regulation EU 2018/1139 (as it was mentioned earlier -to make sure that the UAS is identifiable).
2 Also, the UA rules oblige the pilot of unmanned aircraft be identifiable. 3 These requirements ensure easy determination and identification of the person managing the UAS in cases when there is a question of any kind of liability and in such way serve not only for safety ensurance but for privacy protection as well (when the responsible person concerning privacy breaches must be found or illegal obserevation of private areas has to be interrupted). These requirements are useful and practical steps towards realistic, not only formal, implementation of privacy protection. However, modeling situation that a person breaches the requirements of the device and self identification assuranace, it would still be very hard to identify the offender (in case of privacy breaches when using UAS).
As it was mentioned earlier, netiher Lithuania has special regulation, nor Latvia has detailed regulation on dashboard cameras' use and even though there are plenty of rules concerning privacy protection in criminal, administrative law acts, as well as in civil ones (in Lithuania), but if it is impossible to identify the offender of someone's privacy, all these acts are vain. So, in order to ensure the identification of a manager of an image capturing device, besides obligations enshrined in Latvian UA rules (to make sure the device and its operator are identifiable) it is also recommended to oblige to appropriately mark cars (for example, with camera signs and driver's contact details) in which dashboard cameras are used so that other road users are informed about personal data being collected. If determined that no appropriate marking is used, administrative fines must be set.
As it was noticed, Lithuanian and Latvian legislation on privacy protection differs: in the Lithuanian legislation on the usage of UAS there is a lack of rules actually ensuring the protection of privacy. The same problem is with dashboard cameras in both countries compared: none of them sets the requirement to specifically mark the cars in which dashboard camera is being used, therefore neither the dashboard camera users are motivated to act in such a manner that other people's privacy is respected (for example, knowing that others are informed about a dashboard camera being used, its user is more motivated to act in a propper manner), nor potential injured persons can protect themselves from being filmed or know to 1 The protection of personal data, as a part of the right to privacy, is very important and as stated in the preamble of the GDPR is officially treated as the fundamental one. 1 However, the authors of this article agree with professor David Flaherty who has stated that the right to privacy «is not identical to such fundamental values as liberty, freedom, and democracy». 2 This could also be confirmed by the rulings of European Court of Human Rights which allowed for certain limitations by stating that it would be too restrictive to limit the notion of «private life» to an «inner circle» in which the individual may live his or her own personal life as he or she chooses, thus excluding entirely the outside world not encompassed within that circle. 3 So, no legal act can protect people's privacy in such a manner that particular individual is totally protected from outside world. In such case whatever threatens privacy, would have to be forbidden. But on the other hand, the limitations of the protection of privacy have to be reasonable. Thus, even though the European Court of Human Rights has explained that «the notion of 'private life' within the meaning of Article 8 of the Convention is a broad concept…,» 4 which «is not susceptible to exhaustive definition» 5 , but it is definitely connected with various rights, such as the right to personal development, 6 right of living privately, away from unwanted attention 7 and these rights are protected if a reasonable expectation that their privacy would be respected exists. it is important to specify, what assures the achievement of the societal security and privacy balance.
Tackling illegal usage of image capturing devices
The most realistic and the most effective way of protecting subcets of privacy is threatening legal responsibility for the breaches of people's privacy and clear and effective rules of the usage of image capturing devices. Such responsibility, as it was seen before, under national laws could be criminal, administrative and civil. After a concise review of Lithuanian and Latvian national legislations, it is obvious, that both countries made a great job in reconciling GDPR with their national laws. However, as Personal Data Processing Law and LPDLP set the requirements for data processing by business entities or natural persons (for business purposes), it is obvious, that the biggest threat to people's privacy are private users of image capturing devices, which do not fall under the provisions of the GDPR and, accordingly, Personal Data Processing Law (in Latvia) and LPDLP (in Lithuania). First of all, there is a lack of clear obligation for all users (including private ones) to mark themselves and their devices (UAS and cars in which dashboard cameras are used) (only Latvian legislation has moved forward in obliging such users to make themselves identifiable when operating UAS, but such obligation does not exist in regard to dashboard camera usage in both countries, therefore the cars in which dashboard cameras are used should also be marked with a special sign and contact details of the user). Furthermore, when clear obligation for the operators of image capturing devices to identify themselves and their devices being operated is fulfilled, the subjects of private information have to have possibility to express their disagreement with the action (as in Lithuania: the case law has formulated the provision that a clear expression of disagreement (verbal or non-verbal) prohibits the disclosure of information collected). Taking into consideration specificity of dashboard cameras (that even if a subject of private information is informed about the private information being collected (in other words, about video surveillance being carried out) but the right of disagreement with the operation could be hardly implemented as the cars move fast and in a traffic flow the subjects of private information may not even notice that they are being filmed), a clear prohibition for natural persons to use records or make them public taken by dashboard cameras must exist (with exceptions of public interest, and help to reveal the circumstances of various violations -to courts, preliminary investigation institutions or police).
Furthermore, it is worth considering the fact that the UAS or dashboard ca mera could be used by natural persons for various illegal purposes, such as spying. So, the video taken shall not be made public, but the operator will achieve his/her unlawful goal at the same infringing someone's right to privacy. In such situation the injured person will not have a chance of proving that he/she was being spied on. Therefore administrative national acts on the usage of UAS must strictly forbid using the devices in residential neighbourhoods and above private territories 1 and for such breaches strict administrative fines must be set. Conclusions. After the comparison of two legislations governing the same questions of privacy and usage of UAS and dashboard cameras, it is clear that national laws, even both being in accordance with one -European Union legislation -could protect the same value with different legal tools. Each legislation -Lithuanian and Latvian -has its own advantages and disadvantages, but what could be confirmed is that the law does not always go in step with the quick development of technologies. As it has been seen, with particular adjustments concerning identification of the users of UAS and dashboard cameras, with introduction of legal tools allowing the injured party to efficiently defend their privacy in cases when the personal information users are persons gathering someone's private information for non-commercial purposes, the right balance between the two values -societal security and privacycould be found.
The advantages of the new technologies could not be denied, therefore it would be absurd to say that they are not necessary as causing to much danger to our privacy. And privacy as a value could not be absolute. Therefore it is essential to adapt legal mechanisms to the changing threats to the main values, such as privacy. Thus, the lack of legal measures could not be the reason to interfere with technological development: not the new technologies should be treated as a threat, but legal norms should be improved and adjusted to the constantly changing world.
